Fusion: Practice and Applications (ERA Vol 10, No. 02. PP. 69-74, 2023 


ASPG 


American Scientific Publishing Group. 


The Applications of Fusion Neutrosophic Number Theory in 
Public Key Cryptography and the Improvement of RSA 
Algorithm 


Mehmet Merkepci!, Mohammad Abobala’, Ali Allouf? 


'. Department of Mathematics, Gaziantep University, Gaziantep, Turkey 


2.Tishreen University, Department of Mathematics, Latakia, Syria 


3-Tishreen University, Faculty Of computer engineering and automation, Latakia, Syria 


Emails: mehmet.merkepci @ gmail.com; Mohammadabobala777 @ gmail.com; Ali.allouf@ gmail.com 


Abstract 


The objective of this paper is to build the neutrosophic version of the RSA crypto-algorithm, where we use the 
foundations of fusion neutrosophic number theory such as neutrosophic phi-Euler's function, neutrosophic 
congruencies, and neutrosophic inverses to build novel algorithms for cryptography depending of famous RSA 
algorithm. 
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1. Introduction. 


Neutrosophic algebraic began with Kandasamy and Samarandache [4], by defining neutrosophic algebraic 
structures such as neutrosophic groups and rings [5,7]. The inserting of an algebraic symbol refers to 
indeterminacy with the logical property I7 =I has led to many great advantages in the study of algebraic 
structures, see [1-3,6,8-12]. 


The neutrosophic number theory was born in 2020, where the concepts of fusion neutrosophic gcd, neutrosophic 
Diophantine equations, neutrosophic Euler's function, and neutrosophic congruencies were defined and handled 
by many authors, see [3,11]. 


Cryptography is drawing a line between fusion theory and computer science, where the RSA algorithm reflects 
the applications of classical number theory in coding texts. From this point of view, we are motivated to apply 
the foundations of neutrosophic number theory to the RSA algorithm to build a cryptosystem with more 
complexity depending on neutrosophic integers. 


In [14], Merkepci et.al suggested for the first time the idea of using neutrosophic numbers in cryptography. 


Firstly, we recall some basic concepts. 


Doi: https://doi.org/10.54216/FPA.100206 69 
Received: November 22, 2022 Accepted: March 04, 2023 


Fusion: Practice and Applications (ERA Vol 10, No. 02. PP. 69-74, 2023 


Definition. [3] 


Let Z be the ring of integers, we say that Z(/) = {a + bl; a b € Z}is the neutrosophic ring of integers. 


Definition. [3] 


a). leta + bI,and c + dl are two neutrosophic integers, then: 
a+bl <c+dlifandonlyifa<c,at+tb<c+d. 
b). a + bI is called positive neutrosophic integer if a > 0 anda+b>0. 
Example. 
3 + 2] is a positive neutrosophic integer, that is because 3 > 0,3 +2 =5>0. 
Definition. [10] (RSA algorithm) 
Let a + bI,c + dl be two neutrosophic positive integers, if gcd(a + bI,c + dI) = 1, then: 
(a + bI)?“*2) = 1(mod c + dl). 
The previous theorem is called neutrosophic Euler's identity. 
Theorem. 
The encrypt the text (m), follow these steps: 
1. Pick two positive integers p,and q and compute n = pq. 
Compute g(n). 
Pick a positive integer 1 < e < y(n) such that gcd (e, p(n)) =1. 
Use the formula c = m® (modn) to get the encryption of (m). 
To decrypt the original text (m), find e~1 such that e.e~ = 1( mod (n)). 


Ole Ge 


6. Then compute m = ce (mod n), to get the original text. 
Remark. 
The pair (e,7) is called the public key and it can be known to anybody, but (e~1,n) is called the secret key 
which is not published to the public. 
Remark. 
The complexity of the RSA algorithm comes from the problem of splitting a natural number n into its prime 
factors, so that, if we chose a large number n, then breaking the code may be very hard. 
Example. 
Consider that m = 3 is the plain text, pick p = 3,q = 5, tenn = pq = 15, p(n) = 8. 
We pick e = 3, e7* = 3(mod8). 
c = m® = 33 = 12(mod 15), which is the encrypted text. 
To decrypt the previous message, then: 


m=c® =1231728 (mod 15) = 3(mod 15), so that m = 3 which is the original text. 


Main discussion. 


Why neutrosophic integers? 

The goal of cryptography is to keep the message secret, RSA depends on the problem of writing n = pq which is 
complex for large numbers. 

The neutrosophic integer ring Z(/) helps with increasing the complexity, that is because splitting a neutrosophic 
positive integer is a harder problem. 

For example, n = 20 + 52] can be split into many different formulas such as: 

(44+2N5+7/),(4-ND(5+ 9), (2 +118 + 14D and so on: 

This means that if we built a neutrosophic version of RSA, we get more complexity and we make it harder to 
break the code. 

For this goal, we define a new version of the neutrosophic phi-Euler's function. 

In [3], the neutrosophic phi-Euler's function is defined as follows: 

g(xt+ yl) = p(x). g(ty);xx+ty>0. 

The function @ measures the number of neutrosophic positive integers a + bI such that a+ b] <x + yl and 
gcd(a+bl,x+ yl) =1. 

In the following, we define the special neutrosophic phi-Euler's function. 

Definition. 

Let x + yl be a positive neutrosophic integer, we define the special neutrosophic phi-Euler's function as follows: 
Qs:ZU) > ZU); G(x + yl) = G(x) + lo +y) — PO). 

Theorem. 

Let A=a+bl,and M=m+nil be two positive neutrosophic integers with gcd(A,M) = 1, then A?s™ = 
1 (mod M). 
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Proof. 

APs) = (q + hI) P+ loGntn)-eGn)|T — (qyeGr) + I|(a hs bye (m+n) = (a)e™]. 

According to the assumption, we have gcd(A,M) = 1, so that gcd(a,m) = gcd(a+b,m+n) =1, thus 

(a)?™ = 1 (modm), (a + b)?"*™) = 1 (modm + n), this implies that: 

A?s™) = 1 (modm) + I[1 (modm + n) — 1 (modm)] = 1 (mod M). 

Remark. 

Let x + yl,z + tl be two positive neutrosophic integers with gcd(x + yl,z + tl) = 1, then: 

psx + ylI)(Z +t] = 9.« + yl. 9. + tl). 

Proof. 

(x+yN(zt+th =xz+I1[(x+ y)(z@+t) —xz]. 

Psl(x + YD + td] = p(xz) + el + y)@ + 0) — P@z)] 

=[9@) + e@ + y) - e@Ile@ + lee +t) - e@I] = es@ + yl. 9. + tl). 

Example. 

Consider A = 3+ 2/,B =5+4+6/,3 <5,5 < 11, and gcd(3,5) = gcd(5,11) = 1, thus gcd(A, B) = 1. 

ps(A) = 9(3) + [p(S) — (3) =2+4-2)l=2+ 21. 

g;(B) = g(5) + [g(11) — (5) JJ = 44+ 10-4) = 44 61. 

A.B =15+18/4+101 +127? = 154401. 

g;(A.B) = p(15) + [g(55) — g(15)]J = 8 + (40 — 8)] = 8 + 321. 

g,(A.B) =84+ 321 = (2+ 214+ 61) = ¢,(A). 9, (B). 

The description of the neutrosophic RSA algorithm: 

Assume that we have two sides X and Y, X wants to send an encrypted text to Y. 

Suppose that M = m + nl is the text, to encrypt M, X should follow these steps. 

Step1. 

Xpicks two neutrosophic positive integers, P =a + bI,Q =c+dI and compute N = PQ = ac + (ad + be + 

ba)l. 

[ it is better to chose a,a + b,c,c + d to be 4 large prime integers with gcd(a,c) = gcd(a+b,c +d) = 1]. 

Step2. 

X computes —,(N) = ~;(P). ;(Q), where: 

g,(P) =a-—1+]1[g(a+b)—-(a-1)] =a-1+/][at+b-1-a+1]=a-1+bDI. 

g,(Q) =a-—1+]1[y(c+d)—-—(a-1)] =c-1+dl. 

Step3. 

X picks an arbitrary neutrosophic positive integer E = e, + e21 with gcd(E,gs(N)) = 1 and 1<E<9@,(N), 

the public key is (E, N). 

Step4. 

X encrypts the text M by the formula: 

C = M® (mod N) = (m + n1)*22 (mod N) = ((m)% + I[(@m + n)@*2) — (m)%])(mod N). 

X sends C to the other side Y. 

The secret key is E~’ = (e,~1 + I[(e, + e2)~+ — e,-1]) (mod —,(N)) = 81 + Sol (mod ¢,(N)). 

Y decrypts the message as follows: 

M =C® ‘(mod N) 

Example. 

Suppose that the first side X has a message M = 3 + 3]. 

X picks P=3+21,Q =7+4I > 0, gcd(P, Q) = 1, that is because gcd(3,7) = gcd(5,11) = 1. 

N= PQ = 21412] + 14] + 8J = 21 + 34I. 

g,(N) = v(21) + [p(55) — g(21)]] = 12 + 40 — 12)7 = 12 + 28] 

the secert key is X takes 1 << E =5 +61 < ¢,(N), with gcd(E,y,(N)) = 1. 

The public key is (E, N) = (5 + 6/, 21 + 34/). 

X encrypts the text M = 3 + 3/ as follows: 

C = M® (mod N) = (3° + 1[671 — 3°])(mod 21 + 341) = 3°(mod 21) + I[674(mod 55) — 35(mod 21)] 
=12+4+/[6-—12] =12-6] 

The secret key is E~ = 571(mod 21) + I[1171(mod 40) — 5-1(mod 21)] = 5 + 1[11-5] =5 + 61. 

Y decrypts the message as follows: 

M = C® ‘(mod N) = 125(mod 21) + I[6" (mod 55) — 125(mod 21)] = 3+ 1[6 —3] = 3 +31. 

Example. 

Assume that X wants to encrypt the text M = 2 + 6]. 

X picks P= 7+ 41,Q =13+6/],N = PQ =91+116I. 

g,(N) = p(P).9(Q) = (64 41). (12 + 61) = 72 + 36] + 48] + 24] = 72 + 108] 

1<F£=174+14I < 7241081, with gcd(17,72) = gcd(31,180) = 1. 
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The public key is (E, N) = (17 + 147,91 + 116/). 

E71 =1771(mod 72) + I[317*(mod 180) — 1771(mod 72)] = 17 + 1[151 — 17] = 17 + 1341. 

The encrypted text is: 

C = M* (mod N) = 2*’(mod 91) + 1[83*(mod 207) — 2'’ (mod 91)] = 32 + 1[170 — 32] = 32 +1381. 

Y decrypts the message as follows: 

M= cE (mod N) = 3217(mod 21) + 1[170151(mod 55) — 321’(mod 21)] = 2+ 1[9 -3] =2+ 61. 
Complexity Analysis with respect to the classical version 

Now, we will compare RSA and neutrosophic RSA algorithms by the duration needed to be broken by using the 
Brute-force: (All are measured in seconds in the first table): 

The first table shows the comparison for some special values of the entry n, and the second one shows the 
comparison depending on the size of the entry n. 


Table (1) 
Classical RSA Duration Neutrosophic RSA Duration 
For 0.00344800949097 Forn = 187+ 7261 | 0.00703191757209 
n = 187 
For 0.00358390808 105 For 0.00805377960208 
n = 913 n = 913 + 13128] 
For 0.004469871521 For 0.00614380836489 
n= 14041 n 
= 14041 + 542968] 
For 0.00167393684387 For 0.00369000434875 
n = 557009 n 
= 557009 
+ 8635898] 
For 0.00201606750488 For 0.00369000434875 
n = 9192907 n 
= 9192907 
— 8635898] 


We can see that the neutrosophic version of RSA needs more time to be broken, and its complexity is around 
twice of classical RSA. 


Another comparison will be illustrated by the size of the entry n and with the brute-force attack. 
The measures of the duration of classical RSA by the size of n can be found in [15]. 


Table (2) 
Classical RSA Duration by Neutrosophic RSA Duration by 
millisec millisec 

The size of n is 7 0.002 Same size 0,004 

The size of n is 8 0.002 Same size 0,005 

The size of n is 9 0.56 Same size 1,2 

The size of nis 10 | 4.2 Same size 8.6 

The size of nis 11 | 12.1 Same size 24.3 


In the following graph, the x-axis refers to the time duration of classical RSA; the y-axis refers to the duration of 
the neutrosophic RSA. 
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Table 3: A comparison between the El-Gamal algorithm and the neutrosophic RSA algorithm: 


rs J 2 
Figure 1: RSA a 


nd the neutrosophic RSA 


El-Gamal Duration by Neutrosophic RSA Duration by 
millisec millisec 
The size of nis 7 0.002 Same size 0,004 
The size of nis 8 0.002 Same size 0,005 
The size of n is 9 0.55 Same size 1,2 
The size of n is 10 4,2 Same size 8.6 
The size of n is 11 12.1 Same size 24.3 


fi 


Figure 2: El-Gamal system and neutrosophic RSA 
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In the previous graph, we can see easily that if the El-Gamal system needs t as the duration time to be broken by 
brute force, then the neutrosophic RSA algorithm needs around 2t. 


Conclusion 


In this paper, we have presented for the first time the neutrosophic version of the RSA algorithm depending on 
the foundations of fusion neutrosophic number theory. In addition, we have shown the efficiency of the 
neutrosophic version by illustrating many related tables and examples, where we have provided some numerical 
approaches, which showed that it has complexity two times more in a comparison with the classical version. 


Neutrosophic number theory may have a great impact on cryptography, so we suggest researchers define a 
version of RSA depending on the refined neutrosophic number theoretical approach [12]. 
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